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inadequate hyperparameter optimization. This article addresses the issue of improving the detection rate of
IDS by evaluating and comparing three machine learning algorithms: Random Forest (RF), XGBoost, and Deep
Neural Networks (DNN), using the NSL-KDD dataset. In our methodology, we integrate SMOTE (Synthetic
Minority Oversampling Technique) to tackle the unbalanced nature of the data, ensuring a more balanced
representation of the different classes. This approach helps optimize model performance, reduce bias, and
enhance robustness. Additionally, hyperparameter optimization is performed using Optuna, ensuring that each
algorithm operates at its optimal level. The results show that our model, using the Random Forest algorithm,
achieves an accuracy of 99.80%, surpassing the performance of XGBoost and Deep Neural Networks (DNN).

This makes our approach a true asset for intrusion detection methods in computer networks.

1. Introduction

Intrusion represents a major threat in the field of cybersecurity,
constituting a crucial challenge for the protection of computer systems.
Indeed, a single malicious breach can compromise sensitive data, lead-
ing to its theft or destruction, and threatening critical infrastructures in
a few seconds (Ahmad et al., 2018). In this context, the effectiveness
of Intrusion Detection Systems (IDS) is essential to ensure the security
of computer networks, as they play a crucial role in identifying cyber-
attacks and protecting sensitive data. According to Catania and Garino
(2012), IDS must be able to detect intrusions effectively and quickly to
mitigate the risks associated with cyber threats.

However, these systems face many challenges, including the need
to maintain a high detection rate while ensuring reliable performance.
These aspects, particularly detection accuracy and performance reli-
ability, represent fundamental issues. Indeed, a problem related to
effectiveness in data classification lies in class imbalance, especially
when one class is markedly less represented than the others, such as
in the case of fraud detection (Chan et al., 1999) or medical diagno-
sis (Srinivas & Katarya, 2022). Attacks often represent a small portion of
the recorded events in security applications, which explains the imbal-
ance in the datasets. Thus, Raju et al. (2024), in their study, highlighted
the issue of class imbalance in datasets, in the context of facial and
vocal emotion recognition. This imbalance can make it difficult to learn
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the minority classes, leading to poor model performance that favors the
majority classes. In a similar intrusion detection context, this imbalance
complicates the learning of models, which tend to be biased toward the
majority classes, potentially reducing their effectiveness in detecting
anomalies. This limitation becomes problematic in security contexts
where it is essential to detect the rare intrusion incidents.

Moreover, hyperparameter optimization is a key element in im-
proving the performance of classification models, as it helps balance
the complexity of the model and its ability to generalize. This pro-
cess reduces overfitting and ensures more reliable predictions on new
data. As Tran et al. (2020) highlight, the importance of an adequate
optimization approach to maximize IDS performance while minimizing
costs and the risks of overfitting, emphasizing the strategic impact
that precise and appropriate hyperparameter tuning can have on the
effectiveness of intrusion detection models. Srinivas and Katarya (2022)
also demonstrate the importance of hyperparameter optimization to
improve the effectiveness of the detection model, here applied to
predicting heart disease, but with similar implications for IDS.

To address these challenges, this study evaluates three machine
learning algorithms: Random Forest (RF), XGBoost, and Deep Neural
Networks (DNN) on the NSL-KDD dataset. Indeed, these algorithms
have achieved good results in previous studies, such as the one by Azam
et al. (2023), which explored various algorithms and the challenges
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related to big data in order to overcome the limitations of tradi-
tional IDS in the face of current cyber threats. The authors reported
a detection accuracy of 99.60% achieved by XGBoost, using a feature
selection strategy based on a discernibility function. Similarly, the
study by Pranto et al. (2022) achieved an accuracy of 99.50% with
Random Forest on the KDD’99 dataset by applying a dimensionality
reduction and hyperparameter optimization approach. Their approach
included Min-Max data normalization as well as feature selection based
on variance and correlation. The hyperparameters were optimized
using cross-validation and grid search. Moreover, the DNN method
was used in the study by Mohammed and Gbashi (2021) on the NSL-
KDD dataset, achieving an accuracy of 94%. Their approach included
Min-Max normalization, categorical attribute encoding, and feature
selection through Recursive Feature Elimination (RFE) with Random
Forest, along with dropout regularization applied to reduce overfitting.
Another study by Kikissagbe et al. (2024) achieved an accuracy of
99.62% in detecting Denial of Service (DoS) attacks on the Edge IIoT
dataset. This performance was achieved through six combinations of
techniques, including data balancing with Synthetic Minority Over-
sampling Technique (SMOTE) and Random Under-Sampling (RUS), as
well as feature selection using RF, DNN, PCA (Principal Component
Analysis), and classifiers such as SVM (Support Vector Machine), RF,
XGBoost, and DNN.

Therefore, we hypothesize that by using these algorithms, we will
be able to improve the performance of IDS, making them more precise
and robust. We have integrated the SMOTE technique, which generates
synthetic samples for the minority class, thereby balancing the data and
improving the model’s ability to detect rare attacks. This also reduces
training time and enhances the overall model performance by avoiding
biases related to class imbalance (Jiang et al., 2020).

Indeed, for a reliable performance evaluation, we used stratified K-
Fold cross-validation, which divides the data into several folds while
preserving the class distribution. This approach allows the model to
be trained and tested on different subsets, ensuring accurate evalua-
tions by minimizing biases caused by unbalanced data splits. Mahesh
et al. (2023). We also used Optuna for hyperparameter optimization, a
method that dynamically defines the search space, allowing flexibility
in adjusting parameters during trials. Unlike grid or random search,
Optuna is faster, less computationally expensive, and suitable for com-
plex models such as neural networks, thus improving the accuracy and
efficiency of prediction models (Hanifi et al., 2024).

Our results demonstrate that the Random Forest algorithm achieves
an accuracy of 99.80%, which indicates that our approach provides an
effective alternative to the different approaches we have explored. This
improves the robustness of IDS to address the growing challenges of
cybersecurity.

This work makes the following contributions:

» We demonstrate that optimal hyperparameter tuning via Optuna,
applied to IDS models on the NSL-KDD dataset, achieves detection
accuracy surpassing the best reported values in the literature,
positioning our approach as a reference for high precision in the
IDS context.

We propose a reproducible experimental protocol that uses iden-
tical hyperparameters to fairly compare configurations with and
without SMOTE, for both grid search and Optuna optimization.
This ensures that observed benefits stem directly from the applied
techniques, providing a reliable evaluation rarely addressed with
such precision in existing works.

Our analysis shows that even on a relatively balanced dataset like
NSL-KDD, SMOTE provides a modest but essential improvement
for detecting minority classes. This improvement is crucial be-
cause training a model without addressing class imbalance can
bias its performance, especially in the IDS context. As noted
by Chawla et al. (2002), imbalanced datasets pose a significant
challenge: most examples belong to the majority class, while
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minority class examples are rare, and misclassifying minority ex-
amples often incurs a higher cost. SMOTE mitigates this issue by
generating synthetic minority samples, thereby improving model
sensitivity to rare cases and enhancing overall reliability.

Our detailed comparison of three models, considering both classi-
fication performance and computational costs, offers a clear and
practical framework to select IDS models adapted to operational
constraints. This guide aids practitioners in making informed
decisions balancing efficiency and performance.

Nevertheless, this study has limitations. The NSL-KDD dataset is
widely used as a benchmark in IDS research, it presents certain limita-
tions. Its relatively old design does not reflect the evolution of current
cyber threats or the increasing complexity of real-world network traffic.
This obsolescence may limit the generalizability of the results obtained
to more recent production environments.

The structure of the paper is as follows: Section 2 presents the
context of the topic, Section 3 addresses the review of the literature,
Section 4 describes the proposed approach, and Section 5 details the
experiments conducted. The results are analyzed in Section 6, ollowed
by a discussion and future work in 7, while the conclusion is addressed
in Section 8.

2. Background

The importance of IDS in the field of cybersecurity is paramount,
especially as cyberattacks grow increasingly sophisticated and targeted.
IDS play a crucial role in detecting various types of network threats,
such as DoS attacks, port scans, malware, and advanced persistent
threats (APT).

These systems are designed to continuously monitor data flows and
identify malicious behaviors or anomalies that may indicate potential
intrusions. Traditionally, IDS relied on predefined rules and signatures
to detect known attacks (Khraisat et al., 2019). However, these ap-
proaches show their limitations in the face of emerging threats. This
has led to the integration of machine learning techniques, which allow
IDS to learn and adapt to new forms of attacks.

In this study, the NSL-KDD dataset used simulates real attacks, such
as DoS, Remote to Local (R2L), Probe, and User to Root (U2R). It
provides a comprehensive framework to evaluate the models’ ability to
accurately distinguish between normal and malicious behaviors. Each
of the algorithms we applied has distinct characteristics that make them
particularly effective for classification.

2.1. Random Forest

Random Forest is an ensemble machine learning algorithm used
for classification and regression tasks. Its operation is based on the
generation of multiple decision trees during the learning phase, with
each tree contributing to the final prediction (Ahmad et al., 2018). In
the context of classification, the final prediction is obtained through
a majority vote of the predictions made by each decision tree in the
forest.
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Fig. 2. Architecture of the XGBoost.

Fig. 1 presents the architecture of the Random Forest model used in
an IDS. It describes the process in several steps:

The input data (samples) are preprocessed before being used in
the model. Next, this data is divided into several subsets .S}, S,, ..., S,,
each intended for a distinct decision tree. From these subsets, unique
decision trees Tree,,Tree,, ..., Tree, are created, with each performing
classification independently. The classification results obtained by each
tree Result|, Result,, ..., Result, are then generated. Finally, to obtain a
final decision, the results from the various trees are combined through
a majority vote, allowing the dominant class to be selected.

2.2. XGBoost

XGBoost is a learning algorithm used for classification and regres-
sion tasks. It relies on the sequential construction of decision trees,
where each tree improves the predictions of the previous one us-
ing gradient boosting. With XGBoost, the final prediction is obtained
by summing the predictions of each individual tree in the model.
Mathematically, this can be expressed as follows:

K
y= 2 filx)
k=1
where:

« $ is the final prediction,

» K represents the number of trees,

* fi is the prediction of tree k for the input x,
» x denotes the input features of the instance.

Each tree f, contributes an additional prediction, and the overall
result is the sum of all the predictions from the trees. This model
was chosen for this study due to its ability to achieve high accuracy,
which has already been demonstrated in previous works on intrusion
detection (Dhaliwal et al., 2018).

Fig. 2 illustrates the architecture of the XGBoost model used in an
IDS. It details the process in several steps:

The input data is first preprocessed before being used in the model.
Unlike Random Forest, the decision trees in XGBoost are created se-
quentially. Each tree Tree|,Tree,,...,Tree, is constructed by taking
into account the errors of the previous trees. Each new tree adjusts
its predictions to correct the errors of the earlier trees. At each step, a
function f|, f5, ..., f,_; is applied to improve the accuracy of the model.
The intermediate results provided by each tree are then summed to
obtain a final score.
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2.3. Deep Neural Network (DNN)

A Deep Neural Network (DNN) is a type of artificial neural network,
structured in a sequence of layers called Multilayer Perceptrons (MLP).
Each layer refines the representations acquired from the previous one,
allowing the model to capture complex relationships in the data (Al-
Maksousy et al., 2018). The output of a deep neural network (DNN)
is evaluated based on the weights and inputs of a neuron using the
following function:

N
y=5<2 ann+b> =W X +b)

n=1

where:

» W is the weight vector.

+ X is the input vector.

* b denotes the bias.

+ & represents the activation function (often a sigmoid or ReLU
function).

« WTX is the dot product between the weight vector W and the
input vector X. This product yields a value representing the
weighted sum of the inputs.

Thus, the output of a DNN at each neuron is a weighted linear
combination of the inputs, modified by a non-linear activation function
to enhance the network’s ability to capture relationships. This model
was chosen for its ability to achieve high accuracy, as demonstrated by
numerous studies.

Fig. 3 illustrates the architecture of a deep neural network (DNN)
designed for an IDS. The process unfolds in several steps:

The input features X, X,, ..., X,, are fed into the first hidden layer.
In this layer, each neuron, which is connected to all the input neurons,
applies the ReLU activation function to learn complex relationships.
The outputs of this first layer are then passed to a second hidden layer,
also composed of neurons using the ReLU function, which refines the
acquired representations.

Finally, the data flows through an output layer, consisting of a single
neuron utilizing a sigmoid activation function, intended for binary
classification.

The performance of these models has been evaluated using several
key indicators: accuracy, precision, recall, F1 score, and the ROC curve.

Accuracy represents the total percentage of correctly classified in-
stances and is calculated as follows:

TP+TN
TP+TN+FP+FN

Precision, on the other hand, focuses on positive results and is
calculated by the following ratio:

TP
TP+ FP

Recall is determined by dividing the number of true positives by the
sum of true positives and false negatives:

TP
TP + FN

Accuracy =

Precision =

Recall =
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Fig. 4. IDS anomaly detection process.

The F1 score is defined by the formula:

2xTP
2XTP+FN+FP

A high F1 score indicates a good balance between recall and pre-
cision. Finally, the ROC curve represents the true positive rate against
the false positive rate (FPR).

The results of this research aim to improve IDS by ensuring con-
tinuous monitoring and rapid response to threats. Fig. 4 illustrates
the intrusion detection process through behavioral analysis, where
suspicious actions are compared to a model of normal behavior to
detect anomalies (Aldallal & Alisa, 2021).

F1 Score =

3. Literature review

The necessity for efficient IDS has led to the integration of machine
learning techniques to optimize detection accuracy in complex network
environments. Numerous studies have proposed frameworks using var-
ious algorithms to enhance IDS performance. In this section, we will
examine the different approaches developed for intrusion detection.

Ahmad et al. (2018) compared SVM, Random Forest, and Extreme
Learning Machine (ELM) on the NSL-KDD dataset, revealing that ELM
offered the best accuracy 99.67%, particularly for large datasets. SVM
with an Radial Basis Function (RBF) kernel showed better performance
on reduced subsets. However, the study is limited to metrics such as
accuracy and F1-score without including the AUC-ROC, which is essen-
tial for evaluating the ability to differentiate classes in imbalanced data
contexts, which would have allowed a more comprehensive assessment
of the models for intrusion detection.

Similarly, Azam et al. (2023) evaluated the effectiveness of various
machine learning algorithms applied to the KDD Cup 99 and NSL-KDD
datasets. Their study focuses on methods such as C4.5, Naive Bayes,
Multi-Layer Perceptron (MLP), NB-Tree, and Decision Tree for detecting
attacks, including DoS and Distributed Denial of Service (DDoS). The
Decision Tree, combined with feature selection via RFE, achieved an
accuracy of 99%, while the XGBoost algorithm, optimized in a parallel
computing environment, recorded a detection rate of 99.60%. Although
the results are promising, the authors highlight that traditional ma-
chine learning methods have limitations compared to deep learning
techniques, which are more suited for modeling complex data.

Moreover, Pranto et al. (2022) proposed a method using classifiers
such as k-NN, Decision Tree, Naive Bayes, Logistic Regression, and Ran-
dom Forest. Their approach, applied to the NSL-KDD dataset, showed
that Random Forest with 1400 trees achieved an accuracy of 99.5% and
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an alarm rate of 0.6%. However, although performance metrics like the
ROC curve and AUC were included, the study did not address potential
risks of overfitting, especially with such a high number of trees. Stricter
regularization or reducing the number of trees could have improved the
model’s generalization.

Similarly, Mohammed and Gbashi (2021) proposed a method com-
bining (DNN) and Recurrent Neural Networks (RNN) with RFE. Their
DNN model achieved 94% accuracy in binary classification, while the
RNN model, used to classify five categories (Normal, DoS, Probe, R2L,
U2R), demonstrated strong results, with 96% accuracy for the DoS class
and 94% for U2R. However, although preprocessing and normalization
techniques were applied, their method does not address the imbalance
among attack classes, which may limit the model’s generalization for
less frequent attack types.

Kikissagbe et al. (2024) proposed an approach aimed at improving
the DoS attacks in IoT systems based on the use of the Edge IloT dataset.
Their method integrates class balancing techniques, including SMOTE
and RUS, to address class imbalance issues. At the same time, they
applied feature selection techniques such as DNN, RF, and PCA and
tested four classifiers (SVM, DNN, XGBoost, RF) across six combinations
of techniques, where the SMOTE + DNN combination achieved the best
results with an accuracy of 0.9962. However, the study is limited to
DoS attacks. Other types of threats in [oT systems, such as adversarial
attacks and Man-in-the-Middle attacks, could be further explored.

Similarly, Meena and Choudhary (2017) proposed an intrusion
detection framework using the J48 Graft decision tree, validated on
the NSL-KDD datasets. Their study highlighted J48’s effectiveness in
detecting attacks like DoS and SYN Flood, achieving 99.435% accuracy,
outperforming Naive Bayes. However, the study did not address class
imbalance in the dataset, where normal connections are predominant
and some attacks are underrepresented, potentially skewing results in
favor of majority classes.

In parallel, Chandra et al. (2017) used the MRFA (Modified Ran-
dom Forest Algorithm), an enhanced version of Random Forest, for
intrusion detection on the KDD-Cup 99 and NSL-KDD datasets. They
achieved an accuracy of 97.9% on KDD-Cup 99 and 99.25% on NSL-
KDD. Although the MRFA algorithm yielded promising results, the
study did not address certain limitations, such as the computation time
compared to simpler models, which could pose a problem for real-
time applications. Additionally, the impact of class imbalance was not
considered, a crucial factor that can affect the model’s robustness in
real-world scenarios where intrusions are generally rare.

Zhang et al. (2021) developed a deep learning model using a
stacked autoencoder (SAE) for dimensionality reduction and a Random
Forest classifier for intrusion detection, achieving 99.92% accuracy in
binary classification and 99.90% in multiclass classification on the CI-
CIDS2017 dataset. This approach effectively handles high-dimensional
data. However, the study does not analyze the computational cost,
which could limit its applicability for real-time intrusion detection.
Additionally, while min-max normalization improves scaling, it does
not necessarily ensure the model’s effectiveness in the presence of
outliers, which can degrade the model’s performance.

Similarly, Xu et al. (2021) proposed a model using a five-layer
autoencoder (AE) to detect network anomalies, aiming to enhance
cybersecurity against cyberattacks. Their method includes preprocess-
ing to remove outliers, thus reducing data bias. This model achieved
90.61% accuracy and an F1 score of 92.26% on the NSL-KDD dataset.
However, in intrusion detection, outliers may correspond to abnormal
or unusual behavior and should therefore be handled carefully, as they
may represent either legitimate anomalies or errors that require specific
handling.

Rawat et al. (2022) evaluated an IDS based on classical techniques
and a DNN on the NSL-KDD dataset. Their method, combining PCA and
a five-layer DNN, achieved an accuracy of 79.3% with all features, and
75.9% when limited to six features specific to SDN networks. However,
although the model displayed good performance on the training set,
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its accuracy decreased on the test data. This phenomenon limits the
model’s ability to generalize to other intrusion datasets. Moreover, us-
ing all the features did not considerably improve the results, suggesting
that a more relevant feature selection could strengthen the model.

Similarly, Kasongo (2023) also used RNN for IDS, noting that RNN
outperformed Long Short-Term Memory (LSTM) and Gated Recurrent
Unit (GRU) methods. By applying these approaches to the UNSW-NB15
and NSL-KDD datasets, promising results were obtained, particularly
with attacks such as Exploits, Fuzzers, DoS, Reconnaissance, Backdoor,
and Shellcode. The LSTM-XGBoost and GRU-XGBoost combinations
achieved accuracies of 85.93% and 85.65%, respectively. However,
while RNN can capture temporal dependencies, they require intensive
computations. Additionally, the study does not consider class imbal-
ance, which could affect detection performance for some less frequent
attack classes.

Moreover, Jia et al. (2019) proposed an intrusion detection method
based on a DNN applied to the KDD99 and NSL-KDD datasets, targeting
DoS, R2L, U2R, and Probe attacks. Their approach achieved an ac-
curacy of over 98%, with an F1 score reaching 98.84%, highlighting
the effectiveness of deep learning techniques for intrusion detection
in complex network environments. However, this method may face
challenges when dealing with imbalanced data or rare attacks, which
could affect its overall performance.

Gurung et al. (2019) proposed a IDS based on a deep learning
model, combining a sparse autoencoder and logistic regression, vali-
dated on the NSL-KDD dataset and achieving an overall accuracy of
87.2%. They argue that this approach enhances the ability to distin-
guish normal traffic from malicious traffic. However, the model uses
the 115 features derived from one-hot encoding all categorical variables
in the dataset, without any prior feature selection process. While this
allows for a comprehensive representation of the data, the lack of
relevant feature selection may introduce unnecessary noise, which
could harm the model’s accuracy due to the inclusion of superfluous
variables.

Additionally, Khan and Mailewa (2023) proposed a hybrid method
combining PCA with SVM and Deep Autoencoders (DAE), achieving
a 95% accuracy for DoS attacks, thereby improving the effectiveness
of combined approaches. However, this method presents an important
limitation, namely the model achieves a low detection rate for U2R and
L2R attacks, as these attacks are less represented in the training data,
which is due to a lack of class balancing in the data.

4. Methodology

The approach that we have proposed for intrusion detection is struc-
tured in six key steps, each playing an essential role in the classification
process and the evaluation of the performance of the models. The
proposed model is illustrated in Fig. 5. The methodology steps are as
follows: Section 4.1 presents the data collection process, while Sec-
tion 4.2 addresses the data preprocessing steps, including handling cat-
egorical variables, feature selection, and data normalization, followed
by Section 4.3, which deals with the stratified cross-validation used
for splitting the data. The class balancing using SMOTE is addressed
in Section 4.4, followed by the classification process in Section 4.5.
Finally, the model’s performance evaluation is detailed in Section 4.6.

4.1. Data collection

In the current literature, the NSL-KDD dataset (Gurung et al., 2019;
Mohammed & Gbashi, 2021; Xu et al.,, 2021) is widely used as a
benchmark standard for evaluating IDS, particularly in experimental
studies involving various machine learning techniques. For this reason,
we selected this dataset to conduct our own evaluations.

NSL-KDD is an improved version of the KDD Cup 99 dataset (Taval-
laee et al., 2009), from which redundant records have been removed. It
consists of simulated data representing computer network connections.
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Fig. 5. Proposed approach for an intrusion detection system.

The dataset contains a total of 25,192 instances, described by 42
features. These features include protocol type, connection duration,
network service type, and the number of failed connections, among
which three are categorical in nature.

In addition, a target variable is provided to indicate whether a
connection is considered normal or anomalous. Attacks are categorized
into four types: DoS, Probe, R2L, and U2R, all grouped under a single
anomalous class. This is illustrated in the first step: Data Collection
(NSL-KDD) in Fig. 5.

4.2. Data preprocessing

In this study, we applied various preprocessing techniques to pre-
pare the data for the training of models. This included addressing
missing values, removing duplicates, handling outliers, and managing
categorical variables. We also performed feature selection to ensure
that only the most relevant features were used during model training.
These steps are essential for enhancing the performance of machine
learning models by reducing noise and optimizing the data for im-
proved generalization. This process is represented in step 2: Data
Preprocessing in Fig. 5.

4.2.1. Management of categorical variables

The classifier cannot efficiently process raw data due to certain
qualitative variables. Thus, we applied the LabelEncoder to transform
these categorical values into numerical representations. This approach
allows us to retain categorical information while ensuring that machine
learning algorithms can effectively process the data. This is illustrated
in step 2: Preprocessing Label Encoding (LabelEncoder) in Fig. 5.

4.2.2. Feature selection

Feature selection is a crucial step in preprocessing as it helps
identify and retain the most relevant features. This reduces model
complexity while improving its accuracy and generalization ability.
The feature selection method used in this research is RFE. RFE is a
selection technique that iteratively eliminates the least relevant fea-
tures while retaining those that contribute the most to the model’s
performance (Urmi et al., 2024). This approach is particularly effective
for high-dimensional datasets as it reduces overfitting while enhancing
the model’s interpretability. This is represented in step 2: Preprocessing
Feature Selection (RFE) in Fig. 5.
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4.2.3. Data normalization

After selecting the relevant features, it is necessary to scale the data,
an essential preprocessing step that normalizes the data to a specific
range. This optimizes the calculation speed of the algorithms. We chose
the RobustScaler because it is less sensitive to outliers compared to
other scaling methods, making it suitable when the dataset contains
outliers. The RobustScaler scales the data by removing the median
and adjusting the values based on the interquartile range (IQR). This
method is robust to outliers because it relies on statistics that are less
sensitive to them (Rashmi & Shantala, 2024). This is represented in step
2: Data Normalization (RobustScaler) in Fig. 5.

4.3. Data splitting with stratified cross-validation

In our approach, we implemented K-fold cross-validation to split the
dataset into k subsets of nearly equal sizes. In each iteration, one of the
k subsets serves as the test set, while the others form the training set.
The stratified version ensures a class distribution in each subset that
reflects that of the complete dataset, which is particularly beneficial in
cases of class imbalance (Mahesh et al., 2023). This is represented in
step 3: Data Split with Stratified K-Fold CV in Fig. 5.

4.4. Class balancing with SMOTE

To correct class imbalances, we applied the SMOTE technique,
which generates synthetic examples for the minority class. This im-
proves model performance by preventing it from being biased to-
ward the majority class, making the model more robust, especially
when certain classes are under-represented (Jiang et al., 2020). This
is represented in step 4: Class Distribution Balancing (SMOTE) in Fig. 5.

4.5. Classification

This step focuses on training classification models with hyperpa-
rameter optimization. We compared the performance of classification
algorithms such as Random Forest, XGBoost, and DNN, using Optuna to
find the best hyperparameters. Optuna relies on an advanced technique,
the Tree-structured Parzen Estimator (TPE), which focuses on the most
promising hyperparameter combinations while discarding less relevant
trials (Hanifi et al., 2024). This approach allows for a more efficient
exploration of hyperparameter space regions where the likelihood of
improving model performance is higher, thus reducing the time and
resources required for optimization. The choice of hyperparameter
values depends on the complexity of the data, the need to prevent
overfitting, and the available computing resources. These models are
represented in step 5: Model Classification and Optimization in Fig. 5.

4.6. Model evaluation

During model building, each model was trained k times, as we
divided our data into k folds using cross-validation. Thus, performance
is evaluated at each iteration, and an average is calculated to pro-
vide an overall performance assessment of the model. The models
were evaluated using several performance metrics such as accuracy,
precision, recall, F1-Score, and ROC-AUC curve. These metrics allow
for comparison of model performance and identification of which is
the most effective. This process is represented in the final step: Model
Evaluation in Fig. 5.
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Fig. 7. Class distribution after SMOTE.

5. Experiments

To implement and evaluate the models, we used Python with the
Scikit-learn and Keras libraries. Before training the models, the dataset
was preprocessed, which reduced the data to 20 columns with 20,153
instances for training and 5039 for testing. The dataset contains no
missing values or duplicates; however, some columns contain outlier
values. The class distribution before and after the application of SMOTE
is presented in Figs. 6 and 7.

For each model, the hyperparameters were optimized using Optuna,
which employs the TPE method to find optimal combinations. After
optimization, the best parameters obtained are as follows:

» Random Forest: n_estimators = 85, max_depth = 23, min_samples_
split = 5, min_samples_leaf = 1, max_features = 0.5866, bootstrap =
False

» XGBoost: n_estimators = 140, max_depth = 10, learning rate =
0.1184, gamma = 0.0041, colsample bytree = 0.3235, subsample =
0.8982, reg alpha = 0.00042, reg lambda = 1.5426e—08

* DNN: n_layers = 2, n_units = 128, dropout rate = 0.3303, activation
= tanh, learning rate = 0.00071

To provide further insight into the model’s decision-making process,
we performed a detailed analysis of the features selected using RFE.
This technique enabled us to identify the most influential features based
on the best-performing model, Random Forest. Table 1 presents the
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Table 1
Selected features by RFE with their importance scores (Random Forest).

Feature Importance score
src_bytes 0.440841
dst_bytes 0.175580
flag 0.077083
same_srv_rate 0.055170
protocol_type 0.033939
dst_host_srv_count 0.031876
diff srv_rate 0.031439
count 0.022363
dst_host_same_src_port_rate 0.020331
srv_count 0.018410
service 0.018236
hot 0.016697
logged_in 0.012228
dst_host_same_srv_rate 0.012056
dst_host_srv_diff_host_rate 0.009594
dst_host_diff srv_rate 0.008571
dst_host_rerror_rate 0.005163
dst_host_count 0.004471
dst_host_serror_rate 0.003475
dst_host_srv_serror_rate 0.002477
ROC Curve for Optimized Random Forest Classifier
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Fig. 8. ROC curve for Random Forest classifier.
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Fig. 9. Learning curve and error curve of the Random Forest classifier.

selected features along with their corresponding importance scores.
This information can guide future feature engineering efforts in IDS.

6. Results and interpretation

The performances of the optimized models were evaluated on the
test set (5039 instances). The metrics used include accuracy, precision,
recall, F1-score, and the ROC-AUC curve. The experimental results are
detailed in this section where we compare the models based on these
metrics.

Machine Learning with Applications 22 (2025) 100738

ROC Curve for Optimized XGBoost Classifier

10 =
0.8 e
3 s
S =~
S o6 L
3 L
.4 4
° -
2 -
8 04 -~
o Pt
° e
3 -
g e
/”’
02 L —— AUC = 0.998801
el —— AUC = 0.998507
I —— AUC = 0.998850
e — AUC =0.999253
0.0 L —— AUC = 0.997088
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate (FPR)

Fig. 10. ROC curve for XGBoost.

Learning curve Error curve
—e— Training score (Cross-validation) 0012 —e— Traiing aror
—a— Testacon —e— Test ermor

0.998

0.010

0.996

0.008

0994

Score

0.006

0992

0.004

0.990

0.002

0.988

02 0.4 06 0.8 10 02 0.4 06 08 10

Training set sz0 Training sot 526

Fig. 11. Learning curve and error curve of the XGBoost classifier.

The Random Forest classifier achieved outstanding results, with an
accuracy of 99.80%. Fig. 8 presents the ROC curve of the RF model,
highlighting its ability to effectively distinguish between classes, with
an average AUC of 0.9988 + 0.0008, indicating high predictability.
Regarding the learning curve, shown in Fig. 9, it demonstrates that
the training and testing results converge with a consistent decrease in
errors. This suggests that the model improves with more training data
and reduces the gap between training and testing errors, indicating
good generalization without overfitting.

The performance of the XGBoost classifier was also remarkable, with
an accuracy of 99.79% and an average AUC of 0.9985 + 0.0007, as
shown in Fig. 10, indicating a high predictive capability. In Fig. 11,
continuous improvement in performance can be observed as the data
evolves, with decreasing errors, demonstrating good generalization of
the model.

The accuracy of the DNN classifier reached 98.66%, reflecting a
high level of precision. According to Fig. 12, the ROC curve of the DNN
model shows an average AUC of 0.9872 + 0.0007, which is slightly
lower than those of Random Forest and XGBoost, but still performs
well. The learning curve, represented in Fig. 13, illustrates effective
generalization of the model, while the error curve reflects a continuous
reduction in errors, indicating effective learning.

The comparison of ROC curves displayed in Fig. 14 shows that
Random Forest and XGBoost offer very similar performances, with
Random Forest slightly ahead, while the DNN model falls slightly
below.

Table 2 shows that Random Forest and XGBoost display almost
equivalent performances, with a slight advantage for Random Forest.
Although the DNN shows good performance, it is slightly behind. The
goal is to achieve the best possible performance, making Random Forest
the preferred choice in this case, closely followed by XGBoost. The
DNN may require additional adjustments to reach a comparable level
of performance.
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Table 3

Comparison of model performance using the NSL-KDD

dataset.
Ref. Techniques Accu-

racy

Ahmad et al. (2018) SVM, RF, ELM 99.67%
Azam et al. (2023) DT, XGB 99.60%
Pranto et al. (2022) RF, k-NN, NB, DT 99.50%
Mohammed and DNN, RNN 94.00%
Gbashi (2021)
Meena and Choud- J48, NB 99.43%
hary (2017)
Chandra et al. (2017) MRFA 99.25%
Xu et al. (2021) AE, RF 90.61%
Rawat et al. (2022) PCA, DNN 79.30%
Kasongo (2023) LSTM, GRU 85.93%
Jia et al. (2019) NDNN 98%
Gurung et al. (2019) Sparse AE 87.20%
Khan and Mailewa PCA, DAE, SVM 95.00%
(2023)
Our approach RF, XGB, DNN 99.80%
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Error curve
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Table 4
Comparison of RF performance based on optimization method and use of
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0.045
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b 0035
0.030
0.025

0.020

score (Cross-validation) 0.015

SMOTE.

Method Accuracy Precision Recall Fl-score
GridSearch No SMOTE 0.9945 0.9927 0.9970 0.9948
GridSearch + SMOTE 0.9946 0.9928 0.9972 0.9950
Optuna No SMOTE 0.9977 0.9967 0.9987 0.9977
Optuna + SMOTE 0.9980 0.9973 0.9989 0.9981
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Fig. 13. Learning curve and error curve of the DNN classifier.
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Fig. 14. Comparison of ROC curves.

Table 2

Comparison of model performance metrics.

Model Accuracy  Precision  Recall F1-Score
Random Forest  0.9980 0.9973 0.9989  0.9981
XGBoost 0.9979 0.9971 0.9989  0.9980
DNN 0.9865 0.9878 0.9868 0.9873

Table 3 presents a comparison of intrusion detection techniques
applied to the NSL-KDD dataset and shows the accuracies achieved by
each approach. Our method, based on Random Forest (RF), stands out
with an accuracy of 99.80%, surpassing all other techniques.

6.1. Ablative experiments: Respective impact of SMOTE and Optuna

To assess the individual effects of SMOTE and Optuna on our final
model, we performed ablative experiments. The results comparing their
impacts are shown in Table 4.

We conducted experiments using the same hyperparameters for con-
figurations with and without SMOTE, both for GridSearch and Optuna
optimization, to ensure a reliable comparison.

Impact of SMOTE:

The addition of SMOTE results in a slight improvement in recall,
increasing from 0.9970 to 0.9972 with GridSearch, and from 0.9987 to
0.9989 with Optuna. Similarly, the F1-score shows a minor increase,
from 0.9948 to 0.9950 with GridSearch, and from 0.9977 to 0.9981
with Optuna. This modest improvement is mainly due to the NSL-KDD
dataset being relatively balanced, which limits the overall effect of
SMOTE on performance.

Although these improvements in recall and F1-score appear subtle,
they have a crucial impact in the context of IDS, as even a marginal
increase in recall can lead to correct detection and more attacks,
thereby reducing false negatives that could critically compromise net-
work security. In effect, SMOTE enhances the model’s ability to detect
underrepresented minority attack classes, directly improving detection
reliability and operational performance.

Thus, these findings highlight the important role of SMOTE in en-
hancing IDS effectiveness, representing incremental yet essential gains
in attack detection.

Impact of Optuna compared to GridSearch:

When comparing models without SMOTE, Optuna optimization no-
tably improves overall performance, with accuracy rising from 99.45%
to 99.77%, and precision increasing from 0.9927 to 0.9967. These
improvements are also observed in models using SMOTE, where Optuna
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Fig. 15. Learning curve of the Random Forest model without SMOTE + Grid
search.
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Fig. 16. Learning curve of the Random Forest model with SMOTE and Grid
search.

achieves the best performance in terms of accuracy (from 99.46% to
99.80%) and precision (from 0.9928 to 0.9973).

While SMOTE specifically strengthens the detection of minority
classes, as evidenced by the improved recall and F1-score, these results
clearly demonstrate that Optuna enables more effective hyperparam-
eter tuning than GridSearch, substantially enhancing the model’s pre-
dictive capability. The gains in precision translate into more reliable
network traffic classification. In the context of an IDS, greater precision
reduces false alarms, improves the detection of actual attacks, and di-
rectly reinforces the overall robustness and effectiveness of the security
system (see Figs. 15-17).

6.2. Computational cost analysis of the evaluated models

This subsection presents a comparative analysis of the training,
inference, and optimization times required by each evaluated model.
These three stages respectively reflect how long it takes to fit the
model, make predictions, and perform hyperparameter tuning. Table 5
provides an overview that helps assess the computational cost of each
model and highlights the trade-offs between predictive accuracy and
processing efficiency.

As shown in Table 5, the trade-offs between performance and
computational efficiency among the three evaluated models are high-
lighted. XGBoost stands out for its very fast training and inference
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Fig. 17. Learning curve of the RF model with Optuna (without SMOTE).

Table 5
Comparison of training, inference, and hyperparameter optimization times (in
seconds) for each model.

Model Train (s) Inference (s) Optimization (s)
RF 21.37 0.0297 683.32
XGBoost 3.04 0.0163 541.94
DNN 27.75 0.2274 512.46

times, making it particularly suitable for scenarios requiring rapid
deployment or real-time detection. The DNN, although slower espe-
cially during inference benefits from faster hyperparameter optimiza-
tion compared to the RF.

RF offers the highest accuracy, but at the cost of longer opti-
mization time due to the complexity of its ensemble architecture and
hyperparameter tuning.

Thus, RF ensures optimal detection performance, while XGBoost
provides a compelling alternative for applications where computational
resources or latency are major constraints. The DNN may require
further tuning to match the effectiveness of tree-based methods.

7. Discussion and future work

The experiments conducted in this research project focused specif-
ically on the NSL-KDD dataset, which limits the applicability of the
results to other datasets and real-world scenarios. Testing these models
on diverse and real-world data would provide a more accurate assess-
ment of their performance in practical situations. Future work could
also consider using more recent and comprehensive datasets, such as
CICIDS2017 or CSE-CIC-IDS2018, as well as evaluating the models on
real network traffic when such data become available.

Furthermore, despite demonstrating good performance, machine
learning models for intrusion detection face a significant limitation
due to their vulnerability to adversarial attacks. These attacks involve
malicious inputs crafted to deceive machine learning models while
maintaining a legitimate appearance (Kurakin et al., 2016). Two sce-
narios can be distinguished: white-box attacks, where the attacker
knows the model’s architecture and parameters, and black-box attacks,
where only the outputs are observed to infer the model’s behavior. In
both cases, an attacker can modify characteristics of malicious traffic
(e.g., by masking certain patterns or adding controlled noise) to cause
it to be misclassified as benign.

To make IDS more robust against these attacks, several research
directions should be explored. Training models on augmented datasets
containing adversarial examples appears particularly promising. An-
other approach involves modeling attacks and designing appropriate
countermeasures to better protect IDS against intelligent adversaries
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within the framework of adversarial machine learning (Huang et al.,
2011).

Finally, adapting to unknown attacks remains a significant chal-
lenge. A hybrid approach that combines supervised and unsupervised
learning particularly through clustering techniques prior to classifica-
tion could enhance the detection of emerging threats.

8. Conclusion

The implementation of an effective IDS model remains a significant
challenge in the field of cybersecurity. The objective of this study was
to develop machine learning models for intrusion detection namely
Random Forest, XGBoost, and DNN and to evaluate their performance
using the NSL-KDD dataset.

The results obtained in this study demonstrate the effectiveness of
the adopted methodology and the selected techniques for intrusion
detection, particularly considering the issue of data imbalance. Random
Forest achieved an accuracy of 99.80% and an AUC of 0.9988, outper-
forming XGBoost (99.79%, AUC of 0.9985) and DNN (98.66%, AUC
of 0.9872). This highlights the superior capability of Random Forest
to accurately distinguish between normal connections and intrusions
compared to the other models.

In comparison with related work, approaches based on XGBoost
(Azam et al., 2023) and Random Forest (Pranto et al., 2022) have
reported accuracies of around 99.60% and 99.50%, respectively, while
DNN (Mohammed & Gbashi, 2021) achieved an accuracy of 94%. It is
also worth noting that other models, such as SVM and ELM (Ahmad
et al., 2018), achieved an accuracy of 99.67%, whereas AE (Xu et al.,
2021) reported a lower accuracy of 90.61%. Furthermore, some hybrid
models like LSTM or GRU (Kasongo, 2023), although effective, did not
exceed 90% accuracy.

This work proposes a comparative framework to evaluate three
machine learning algorithms Random Forest, XGBoost, and DNN un-
der consistent conditions, including ablation studies with and without
SMOTE, as well as hyperparameter optimization using GridSearch and
Optuna. This approach enables a reproducible and balanced assessment
of the effects of data balancing and parameter tuning techniques. The
detailed comparison of classification performance alongside computa-
tional costs offers practical insights to guide the selection of IDS models
tailored to operational constraints.

By applying this methodology to the NSL-KDD dataset, the study
identifies the most effective algorithm for intrusion detection, con-
tributing to the broader literature on machine learning in IDS. The
results also show an improvement in detection accuracy compared to
related works, highlighting the relevance of the chosen approach.
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